A

4
44
sl
H
nne

:
y

Ty
C

e
pnp
ef



CTATUCTUHMECKUE OAHHDBIE O KUBEPIMPECTYINMHOCTHU

1/
w ~ 33 2023 - 2,6 MAH. pybneit nop-rpe-r WEPTBbI
Q& 3a 2024 — 6onee 1,4 mnH. pybnen
KubepnpecrynHuka

a ¥eHLWmHbl (60%)

oT 31 no 45 net (33,2%)

A TrysoycTpoeHs

C BbIClLMM obpa3oBaHuem (40%)

E)xeHenenbHO okono 380 npectynaeHnm

TpeTba 4YacTb peructpupyetca 8 MUHcKe

CambiMm BO3pacCTHbIM noTepreswmm no 86 ner,
OHW YCTAHOBUAN NPUNOKEHNE

Kon-Bo npectynneHum B cTpaHe

Cnocobbl coBepieHUsn
MouweHHnyectBa 60%

25561
18321
16445
i XUweHmna umyLecTsa, nytem mogmoukaumm Komn. nHe. 30%
10539 w
I I He3akoHHbIN 060poT cpeacts nnatexa 4,1%

HecaHKUMOHUPOBAHHbIN AOCTYMN, YHUUTOXKEHUE,
6nokunposaHune, moandukaumna n nibie 3,9%

BbimoraTtenbctBa 3,3%
3aBegomo NoxKHoe coobuleHne o6 onacHoctn 1,6%
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VI HTepHET-M Olll EHHMUECTBA U XM €EHUA C UCIIOJIBE30BAHMEM CeTU
VI HTepHeT COCTaRrJIAl T Bojiee 90% OT BCeX KMOEepPIrpeCTyILIIEHUN

PexitamMma B MecceHOXepax,

CoO0OI1I eHMe B COlLICeTHEX

Bnapenbubl caMu nepesogAaT
AEHbIN 33 HECYLLIECTBYOLLMI TOBap,
nosepasa pekname B IHTepHeTe,
nnNn nocne coobLeHus (TEKCTOBOIO
N1 ronocoBOro) ¢ Npocbbon
POACTBEHHMKA UITN 3HAKOMOIO U3
couunanbHoOWu ceTu..

JocCcTyrl K aKKaAyHTY

[Mocne 3aBnageHna ogHUM
aKKayHTOM MOLLEHHUKN C HEro
paccbinatT ApYyrMM KOHTakTam
)enKOBbIl € rofIoCcoBLIE UMK
TEKCTOBble CO0OLLEHNS C
npocbbon nepeBecTn AEHbIN.
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3BOHOK B MeCCeHaxXepe

M ol eHHM KM [1PeCTaBIIS0 TCHA
COTPYAHMKaMM
NpaBOOXPaHUTENbHbIX OPraHoB,
GaHKOBCKUX OPraHn3aLum,
paboTHMKaamMu onepaTopoB CBA3MN,
POACTBEHHUKAMM.

YOex nano T YCTAaHOBUTb
nporpamMmmHoe obecneveHue,
Nony4YnTb KPeauT, NepeBecTy AeHbIM
Ha «3alUULLEHHbIN CYETY.

[IonyyeHne nepCoHaJIBHEH X
OAaHHBI X

® 1 MHT nogaenbHble CanTbl
6aHKOB, KpUNTOBUPX UK
MOOUNbHbIE NPUITOXEHNS
onepaTopoB CBA3MW.

[MonyyunB NUYHbIE OAHHbLIE NN
AEHbIN, NOXMLLIAKT UX.



CyTb CXeMbI

MoOLLEeHHUKN NpeacTaBnsaoTCs COTPYAHUKAMM
NpaBOOXPaHUTENbHbIX OPraHoOB, PabOTHUKaMW
GaHka, onepaTopoB CBSA3X UM FOCOPraHoB.

|/|CI'IOJ'Ib3y}OT NCUNXOJ1I0r'M4ecKkmne yrnoBKu, UrpakoT Ha

4yBCTBaX, CHa4arna yrpoxawT unm coobLatoT o
npobrneme, NOTOM nNpeanaratoT NOMOLLb B ee
peLLeHnn.,

Y6exaatoT YCTaHOBUTb MporpaMmMHoe

obecneyeHne n nepenatb Koa perucTpaunm, unm

NONy4YnTb KpeauT N NepeBecTn AEHbIN Ha
“3alULLEHHbIN” CYeT.

,Ta e

pO)KHO'

yAOCTOBepeHMﬂ

-

nneren M O Barmn
DONOR
PECTIVR Ak Bgia ":cwwm

TABE A i MO
‘. ‘




3abnokuposaib LobBasuTb

, Ro6pbli AeHb.

| Ceamu csasancs?

Her. {1 He 3HaI0,KTO 3TO

| Ceit4ac NpoOXoaMT NPOBEpKa Halen
opraHnsaumm, KT0-10 M3 COTPYAHUKOB
NOAO3pPEeBaeTca B CNOHCHPOBaHUU
TeppPOpPU3Ma, Kakue-ToO nepesofbl, cam
TONKOM HMYEro He NnoHan, C eamMn 6yner
CBA3bIBATLCH

3TO COTPYAHUK
. byper

3aAaBaTb BONPOCHI Ha KOTOPbLIE HYXHO
OTBETUTD.

Leno cepb@3axoe, Npueaxanu noau 13
KOMUTETa, Npocbba HUKOMY 13
COTPYAHNKOB He CooBLLaTh AaHHYIC
MHPOPMALIMIO, KOMY HYXHO COoBWmTL
caenaro 3To NMMYHO. Koraa oH € BaMu
CBAXXETCA - COobWmrTe MHE, XOpoLWwo?

P~ ' No6pbiit .«

Xopowo

Bbl N0 KakoMmy Bonpocy?

WpuHa Hukonaesa L

9 pespann

Haranos HukonaesHa, 106pbiit AeHb

DobGpwn aevis, Vphka BragnMuposHs.
W20 W

Kax o6crost sawn aena?

Bre wopmansHo, Yro-To enyunnocs?
1442 &

MeuarTeneHo, ¢ samn Hosaw

HE NOMHIO TAKOID.. 310 KTO TaKON? 1 o

Celvac npoxoamny BEPKS HBLWErD
YHeOKOro sase (

COTPYAAHWKOS O3PEesseTCA B
IPHIME, KEKWE-TO

Yy KONNEraM HRNErD
OPUTE, KOMY HYMHO BYAET COOBUMTS
NBIO 3T0 TWYHO

TRYAMMK KK
KOTOPbLIR 3aHNMEETCH ITUM aenost. Byaer
3afasaTs BONpoCs

0, Gorw! Kokie nepenoghi? Xopowo..
s @

Korsa NoanoMaT, CoobumMTe MHe

NPHBEY 3539

anTpa nepHy
ECTh 2030 w7
Savem 16607 2040 o
Cnacubo

Aa Mue onnaTHTs Hago, a Ha Kapre
HUYETND HET

1300 0
fl 38 KOMHCCHIO BEPHY
Ha komuecuio nodur sy o

Hanwwm xaK npnayT o







CyTb CXEMbI

MoLweHHNKK co3aatoT nogaerbHble
CanTbl KPUNTOOUPXK NN
NHBECTULIMOHHBIX NnatdopM.

PasmellatoT peknamy B IHTepHeTe.

[MoabICKMBAIOT 3aMHTEPECOBAHHbIX B 3BOHOK OT Kypatopa (Tpenaepa)
NaccuBHOM A0Xofe MOAEN, FOTOBbIX C NnpeanoKeHnem BNoKUTb

OTKNMK Ha peknamy 1 3anosiHeHue
dopmbl ob6paTHOM CBA3MW.

AeHbr B MHBECTULMK. NHOorAa

BIOXWUTb peasibHEE NEHBIV B () eMKOBYI MOXKeT bbITb N0 MOBUNbHOM CBA3MU

Gupxy, IKOBbI NOA «PYKOBOACTBOM
KypaTtopay.

Ha gene okasblBaeTcs, 4ToO 3apaboTok,
BUOUMBIW HA 3KpaHe, BCEro Nuilb
HapMCOBAHHBIN.

[Mpu NnonbITKe BbIBOAA AEHEr C BUpKu
HeobxoAMMO OonNaTUTb B3HOCHI,
HanorM, KOMUCCUIO, NOLLIUHY

1N NpoYUnEe NNaTEXKM.

INerkux neHer HE BbIBAET.
Peknama nHBecTuuum pabdortaer
Nno NpUHUMNY oMHaHCOBOW Nupamubl.




MPUMEPDBI NOAAE/NIbHbIX NNTATGOPM

SIS TINUES IITIEM D00 a0eian  guws
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O4YeMy 3TO BbIrO4HO
BN o6bIYHbIX rpaXkaaH

# 3xaunTenckas npubene npw
MUHAMIMbHED PICKAX

0
‘ OnnH 2 CaMLIX JOXORHEX SKTHEOR

BCTpLs BEIE0R CPEACTE Ha MoGyio KapTy
\ '°° Bakxa Benapycu

Anekcew Munnep

Msl DE#HANK PELSHNS OTHDEITS 20CT 2 =02
rpaxaax Benapycw, nockonsky sto§ krel \and kans
Maznpowa, T3k M 4NA B2NOPYCCoE.

[leno e TOM, 4TO 43 A3HHLM MOMEHT POCCHUICENR 133
CTIHOSATCA CIMLM BOCTPEOOS3HHLM H3 MMPOBOM peiHke. Bo
BOSX CTP3H3X MNP CTPEMWTENEHO PACTET CRPOT H3 Er0
nokynKy. Mo 3T NPWUNKE Msl PELIN YEENUNT: 0T sems
NPOMIB0ARCTSEE ra23 8 4 pasa ¥ NPUBNEYs NIOGEN CO BCSH
Benapyck 8 £3UECTES WHBECTORCE

Mockonsky UEHE! H3 32 C2Miac BeICTRO MEHAKOTCA, BCE, KTO
YN3CTEYIOT B NpoekTax T23npoma, NONyJaiT 8 CPeaHem no
$200-38,500 acxona eXeMEeCAuD

YTo HY>XHO caenath, 4Tobbl HauaTh
sapabaTbiBaTh ¢ Masnpom MHBeCT yXXe
cenuac?

3aparMCTRMPOEITECR H3 A3HHOM CaliTe & (hopue Buive |

[oXASTLCR 380HKS OF KDHCYTMTAHTS Kounakwi [22npou VkeecT w noaTsepmme
PETWCTRALIO.

BRiGpaTs XENaeuyI0 CyMMy 3 CJET i yRe uepes 30 auell nanyunTs nepewi Aaxan




CyTb CXeMbl

MOLLIEHHVKM CO30al0T akKayHTbl B COLICETAX U Ha
TOProBbIX NOLLaaAKax.

4 by.konfiskat

el 37 205Tec. O
MySomcaumm Nognmewmcn  NoanNMexy

R Kongmckar ¢ Tamd

Pa3meLwiatoT poTo TOBapa no 3aHMKXEHHOW CTOUMOCTW.

A noa pasnuyHbiMK npeanioramu yoexxaatot nepeBecTu
OEHEeXHble cpeacTBa B Ka4ecTBe MOSIHOW UMM YaCTUYHOWN
npegonnarol.

-2

Ovames Oramen Aoctassn Bugeooraw. Mecro

i

ne
lNMpoBepbTe cylLlecTBOBaHME Mara3vHa, MO3BOHUB MO < ' g G
Bepxuas ... Knuentbl.. Knuentbl.. 3uma
Genopycckomy Homepy,

OLleHUTe AaTy co3daHuA akKayHTa U
HacTOpPOXUTeCcb 6OMbLUMM KONTMYECTBOM
NOANMUCYUKOB 32 KOPOTKOE BPEeMS.




POUWINHT.

Cnocob, Koraa MOLWEHHUKM TOYHO KONMUPYIOT
HaACTOALMM N CO3Aa0T GULLMHIOBbBIN CaUT.

Yauwe Bcero 3aBaageBatoT NE€PCOHaNbHbIMU AaHHbIMMU,
MCNOb3yA NoaaenbHble CTPaHULbl 6BAHKOB, TeaTpoB,
KaZIbAHHDIX.

[Mpun BXOAe B 3€PKaNbHbIN MHTEPHET-OAHKUHT NN NpU
NOKyNKe «bunetos» Ha GULLMHIOBOM CanTe
NO/1Ib30BaTElb BBOAUT CBOM NNYHbIE AAHHbIE, B TOM
ymncne kog ns CMC.

3TUMU AaHHbIMU 3aBNaAeBalOT MOLEHHUKHU
N COBEpLUAIOT XULLEHUE JEeHEXKHbIX CPpeacTs.

NHTepHeT-aapeca
H6enopycckmx opraHmn3auum
pacnosiaratoTca B
HAaUMOHA/IbHOM CErMeHTE
NHTepHeTa —

NOMEHHOM 30He «BY».

BCEFOA NPOBEPANTE
ALPEC CTPAHULIbI,
[OE BBOAWUTE
JINYHBIE OAHHBIE.



&//asb24-ibank.com

@ E] Cucrema «WHteprer-Banknnr X Cucrema «MHTepHeT-BaHknHr» |

>O 8 nitps://asb24-ibank.com

WHTEPHE T-BAHKUHI I B 7

i https://asb24-ibank.com

Hacro
JANIBITMLIC

BXOA v BXOA UncTpysyms Online-

cucremy yepes MCU NONLIOBATEN pemMCTpaLs) BOAPOCH!

=

3PTHd KOQOB
soamn CMC-xon
Fﬂ%@ D o ”apcnb)
.‘\‘J' ']

Axuynn!

B Bomswod rearp co
cogteod no kapra Visa >

C xaprossod Visa

< 3 Benapyciancs moxno
namysnte 10 pyB va

\ TROKYTIN 8 THODMMRX

Henapychanea

~ MHTepHeT-agpec
ochmumanoHoOM
Yaaxaembie xnuenTsi, Gyaste GantentHb! CTpa HM “bl

Bxoa 8 cucremy «MHTepHeT-SaHKUK OCYLECTRNRNTE C

OPMUNATENOTD C3HT3 GIHE3, He NEPSXORATE 10 NORE3PHTENS https://ibank.asb.by/

OOk NN
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NOJIb3YUCH BE3OMNACHO
https:// 6ank ‘

o

YNPABNEHWE

.(‘wa.."
e Y ]
o ,f:;':—-_ No NPOTUBOAENCTBUIO
(L posee KWBEPMPECTYNHOCTMH

#;3‘ YBA BUTEECKOIro
3“‘5& OB/IUCNONKOMA

https:// nocraeska

Monb3yiTece MOBUNBHBIMU NPUNOKEHMAMU DaHKa

Mepexoaure B MHTEPHET-6AHKUHI TONBKO C 0OPULMANBHOro canTa
GELTE

MpoBepsaiTe agpec MHTEepHeT-0aHKMHIa B aAPeCcHOM CTPOKe, Mexay
nocneaHen TOYKOM U NEpBOM HAKNIOHHOW YePTON AO/MKHO BbITh

Tonbko Tak .by/

AKTMBUPYHTE Ha KapTe, UCNONb3YeMOM AN OHNANH-NNATEXEH,
yenyry 3-D Secure (noareepxaeHue nnarexxen SMS-kogom)

He nepexoaurte B MHTepHeT'GaHKMHI' Nno CCbi/IKaM B NOUCKOBbBIX
cucremMax

He ucnonb3yitre SMS-koab!l oT 6aHKa U Koa ¢ 060pOTHOM CTOPOHBI
KapTbl ANA NONYYEHUN AEHEXHbIX CPeaAcTB

He nepexoauTte no ccbinkam U3 coobuienuin gna Aoctyna K
UHTEPHET-6aHKMHIY U MHbIM CEPBUCaM MM yCNyram

.

e




[JeHeXHble nepeBoabl

MoweHHUKHM nog
pasnuMYHbLIMKN Npeasioramu
“BbITAMMBAalOT” U3 XKEPTB
AEHbIN.

PenKoBble Mara3vHbl

npeanaratT NepeBecTn
npegonnary 3a ToBap Ha
cyet unu BIK.

Koobl us cooodweHunmn

UndpoBble koabl n3
CMC B COBOKYNHOCTU C
ApYriuMn gaHHbIMU
npegocTaBnsAlT JocTyn
K cepBMcaMm u, B
HEKOTOpPbIX crny4vasx,
AatoT BO3MOXHOCTb
0OPMUTL OHJTANH-
KpeauT.

JInyHble paHHbIe

OrpaHunubre
pacnpocTpaHeHue
JFINYHbIX AAHHbIX
MOoLUEHHUKN UCNOSb3YOT
HEeNpoceTn 1 cosgaroT
ann-cpenkn (ronocosble

nnn BnaeonsobpaxkeHus).

OGnayHble naponu

K pa3HbiM cepBucam
pa3Hble naponu
CocTtaB naporss
MeHexep naponeu

OGnayHble naponu
(aByxdpakTopHagd
ayTeHTudumKaums) K
cepBUcam.




CyTb CXeMb

3aKkato4aeTca B ToM, 4Tobbl cO34aTb
HebnaronpuATHYO 06CTaHOBKY rocopraHam,
HaAPYLUTb PEXMM UX PaboTbl NI OTOMCTUTD

TpeHA, pacnpocTpaHAeTCA B MONOAEKHOU Knbepcpeae.

cBoemy obma4vmnKy, co3aas Ana Hero npobsiembl

C NPaBOOXpPaHUTE/IbHbIMW OPraHaMM.

OTtBeTcTBEHHOCTb HacTtynaert ¢ 14 ner
U npeaycmaTtpusaeTt BNAOTb A0 7 nert
nuweHuna ceoboapbl.

@

456

Unos 9

AN IR L R O NN AR

OTBETCTBEHHOCTDb

Ecnu ¢ 16 unun 18 10 HOpM

>

Wnbs 9
Ecnw ¢ 16 nnw 18 1o Hopm

o 7 ner 852 4

C14 rsisses

HanucaHo 7 net 310 MakCuMyMm 1+« »

Muuumym wrpad - 4



Oponbl — nt0au, npeaocTaBafoLLmne
cBou HaHKOBCKME PEKBU3UTbI AN
TOro, 4TObbI Yepes ux
NPOMEKYTOUYHbIE cYeTa NPOoBOAUNUCD
NOXULLLEEHHbIE AEeHbIU.

na noncka gponos MOLEHHUKN
pPa3MeLLatoT pa3nnyHble
06bABNEHMA C BAKAHCUAMM.

OTBEeTCTBEHHOCTb 3a npoucxoxageHue
npoweawunx no 6aHKOBCKMM cHeTam
AdeHer HeECyYT B/1ageibubl TAKUX CHETOB.

Cratbeun 222 YK
NPeAycMOTPEHO HaKa3aHue
BnaoTb Ao 10 net

nuweHmna ceoboabl.

Uropb 3yee

MuHMCTEPCTBO TPyAa W COLMA...
=== % BHUMaHWe, MOLIEHHNYECKA...

Onnatum cpasy Ha pyku nocne
BbINOJSIHEHUsA pabotbl

3apnanata 8000 py6newn

Hy>XHbl ntoan ans pacnakosBku
TEXHUKN B HOBOM runepmapkete.
Mucatb B JIC no noBoay

pab6otbl Muwwure

cropa:(@

Deleted Account

Uundposas rpaMoTHOCTD
BUkTOpuHa
CpOYHO HyXXHbl NtOAM Ha
BaKaHcuIo "TalHbIN NokynaTens"
crtaska 75K B mecsaU. MNucatb
cropa:(@

Oduaxa KypauHa

:TH Ludporan rpaMoTHOCTL
WA MoLeHHUYecKue CxeMbl € UC...

Hy>XXHbl Ntoan ANs peknambl.
Onnata ot 50 000 B mecsL,
MuwwuTte cropa:(@

TxeDcVI cpr

LUudpoesasa rpamoTHOCTD

BUKTODWHA
Hy>XHbl Kypbepbl B TBOEM
ropoge ¢ ctabunbHon
onnaton Tpyaa. Nucatb
cropga:@

NaNa Suliman J£T @300

MuHUCTEPCTBO TPyAa M coyma...
=== % BHUMaH1e, MOLIEHHUYECKaA...

Hy>XHbl yIM4YHble
tdoTorpadsbl, onnata 300-500
pybnein 3a ¢oTo. [Mucatb

Nl clopa:@

¥ Deleted Account SN

MuHKUCTEPCTBO TPYAa M couMma...
=== % BHUMaHue, MOLIEHHWUYECKa...

- CPO4YHO HATIAPY HACOB
- 3t 3A34ACA 5.000 TbiCAY
HA PYKW 3¢ MNATUM CPA3Y
MO OKOHYAHUIO CMEHbI «

Muwwure! - (@




ONEPALUU C KPUNTOBANTIOTOMU

[TopAQOK OCyLWLeCTBNEeHUS

CAENOK C KPMNTOBANOTOMN onpeaener

YKazom lNpe3snaeHTa ot 17.09.2024 N2367

«0O6 obpaweHnn LMPpPoBbIX 3HAKOB (TOKEHOB)>

PASPELWLEHO

[MoKynaTb TOKEHbI (KpMNTOBaNOTY) 33
JIEHEXKHble cpe/iCTBa TO/IbKO Ha
6enopyCcCcKUX KPUNTOBUpPIKAX, ABNAIOLLNXCA
pe3snaeHTamm [MapKa BbICOKMX TEXHONOTUA.

O6bMmeHMBATb TOKEHbI Ha APYrue TOKEHbI Ha
Ntobbix Kpuntonaathopmax 6e3 orpaHNYEeHUN.

SANPELUERO

[ToKynaTb WAKN NPOAABaATb TOKEHDI
(KpunTOBANIOTY) 33 AEHEKHbIE CPEeACcTBa
Ha MHOCTPAHHbIX KPUNTOOUPKAX

Ny PU3nNYecKnx 1u,




byabte 6auTenbHbI!
JTU 3HAHUA MOMOTYT Bam
COXPaHUTb BalLUN AeHbIU!

[ NaBHOE ynpaBneHue

No NPOTUBOAENCTBUIO KNDEPNPECTYNHOCTU
KPUMUHASTbHOW MUNULINK

MBL Pecnybnukn benapyceo.




